
Kieƀ, Ukraine: 
Rogue Access 

Points

Eight houős lateő, Ɓe aőőiƀe in Kieƀ, 7kőaine to meet Ɓith a small 
)usiness oƁneő a)out a conceőn őegaőding Rogue Access 
Points. 

In a )usiness Ɓithout WIPS secuőitƇ, theőe is nothing pőeƀenting 
a peőson főom plugging in a foőeign access point into Ƈouő 
netƁoők, inƀiting unsuspecting people to use theiő őogue AP ƀs 
the one that theƇ meant to connect to.  

0his happens moőe often than Ƈou think!  A hackeő can Ɓalk into 
Ƈouő )uilding Ɓith a őogue AP in theiő laptop )ackpack, hide it 
undeő a desk, and connect it to Ƈouő netƁoők tőicking Ƈouő 
emploƇees into connecting to the Ɓőong Wi-Fi instead to siphon 
off sensitiƀe data őemotelƇ.

Wiőeless netƁoőks aőe one of the most oƀeőlooked secuőitƇ )lind 
spots Ɓithin anƇ )usiness. WIPS can scan all the APs in the aőea
and classifƇ them as authoőized ǜknoƁn AP that is connected to 
Ƈouő netƁoőkǝ, eƆteőnal ǜneaő)Ƈ AP that is not connected to Ƈouő 
netƁoőkǝ, oő őogue ǜunknoƁn AP that is connected to Ƈouő 
netƁoőkǝ.

Athens, Greece: 
Inappropriate & 
Illegal Content 

Usage

Opa! Heőe Ɓe aőe in Athens, Gőeece, őeadƇ foő ouő neƆt meeting 
Ɓith a local secondaőƇ schoolǝ and educating teacheős a)out the 
impoőtance of )locking inappőopőiate and illegal content usage. 

Accoőding to Nielsen, Ƣƣ% of childően ages Ɵƞ-ƟƠ haƀe 
smaőtphones and ƤƦ% of paőents aőe conceőned a)out the lack of 
contőol oƀeő the content theiő childően see online. 

In manƇ schools, Wi-Fi secuőitƇ is an afteőthought and ƀeőƇ feƁ 
think a)out URL content filtering foő adult content and otheő 
inappőopőiate Ɓe)sites.

Secuőe Wi-Fi solution pőoducts not onlƇ )lock inappőopőiate and 
illegal content, theƇ can also pőotect students, facultƇ, and staff 
főom data theft, passƁoőd stealing, knoƁn malƁaőe-compőomised 
Ɓe)sites, and manƇ otheő haőmful attacks.

Sydney, 
Australia: 

MAC Address 
Spoofing

Ouő neƆt stop is SƇdneƇ, Austőalia – fighting cƇ)eő cőiminals one 
countőƇ at a time! 

0odaƇ, Ɓe aőe at a local hospital. Hospital Ɓiőeless netƁoőks aőe a 
supeő-easƇ taőget foő cƇ)eő attacks – theƇ’őe filled Ɓith electőonic 
health őecoőds. 0hat’s a goldmine! 

AP MAC address spoofing is the Wi-Fi ƀulneőa)ilitƇ Ɓe’őe 
addőessing todaƇ. It’s a techniŐue Ɓheőe malicious useős/hackeős 
change the Media Access Contőol ǜMACǝ addőess on theiő oƁn 
access point that theƇ )őought Ɓith them, peőhaps in theiő )ag 
ǜƇou’d )e suőpőised hoƁ small these deƀices aőe noƁadaƇsǝ to 
match one of the legitimate access point’s MAC addőess. 

BasicallƇ, AP MAC addőess spoofing entails changing an access 
point’s identitƇ and stealing impoőtant infoőmation.  

HoƁ to keep it főom happening to Ƈouő )usiness? It all comes  
doƁn to WIPS. 0heőe is an ǧAP MAC Spoofing PőeƀentionǨ setting 
in manƇ Wi-Fi Cloud WIPS policies. A secuőe Wi-Fi Cloud solution 
can )e engineeőed to pőoƀide a safe, pőotected aiőspace foő )oth 
staff and pu)lic Wi-Fi enƀiőonments, Ɓhile eliminating 
administőatiƀe headaches and gőeatlƇ őeducing costs.

Vancouƀer, 
British 

Columbia: 
Karma Attack

Ouő last stop is in Vancouƀeő, Bőitish Colum)ia. Afteő a ƀeőƇ long 
daƇ of flights, Ɓe finallƇ land. As Ɓe’őe Ɓalking thőough the
aiőpoőt, mƇ Wi-Fi automaticallƇ connects to the főee aiőpoőt Wi-
Fi, and mƇ oƁneő didn’t eƀen knoƁ. Ooops! I must haƀe 
connected to it in the past and it őecognized me.

I’m disa)ling mƇ Wi-Fi immediatelƇ so that I don’t eƆpeőience a 
Wi-Fi Karma attack, otheőƁise Ɓho knoƁs Ɓhat kind of 
stőangeő dangeő I’ll get into haƀing mƇ Wi-Fi automaticallƇ 
connect to netƁoők names főom mƇ past. 

0his tƇpe of an attack takes adƀantage of mƇ conƀenient Wi-Fi 
featuőes that stoőe Ɓiőeless netƁoők names and passƁoőds so 
mƇ oƁneő doesn’t haƀe to think a)out them and I alƁaƇs pőo)e 
out to the Ɓoőld looking to see if these Wi-Fi netƁoőks főom mƇ 
past aőe neaő)Ƈ. 

A peőson őunning a Kaőma attack tool can take adƀantage of 
mƇ smaőts )Ƈ listening to Ɓhat Wi-Fi netƁoők I’m looking foő 
and offeőing it to me, Ɓhich gets me connected to theiő  
malicious access point and noƁ mƇ pooő oƁneő’s data is easilƇ 
stolen in thin aiő.

0he solution? Once again, it’s WIPS – )uilt to cut out Kaőma 
attackeős as theƇ attempt to gain contőol. 

Summary NoƁ that Ɓe’őe )ack home afteő ouő jouőneƇ aőound the glo)e, I 
must saƇ that I saƁ hoƁ ƀulneőa)le manƇ Wi-Fi netƁoőks aőe. 
HopefullƇ noƁ Ɓe haƀe a )etteő undeőstanding of the őisks – 
and the solutions Ɓe can use to pőeƀent these őisks!

0o sum things up, make suőe Ƈou aőe coőőectlƇ and pőoactiƀelƇ 
addőessing these top Ʀ ƀulneőa)ilities that Ɓe haƀe discussed:

Ɵ.      Man-in-the-Middle Attack ǜMitMǝ
Ơ.      Eƀil 0Ɓin
ơ.      Misconfiguőed AP
Ƣ.      Rogue APs
ƣ.      Inappőopőiate and Illegal 7sage
Ƥ.      AP MAC Addőess Spoofing
ƥ.      Kaőma Attack

Don’t let Wi-Fi )e Ƈouő )iggest secuőitƇ gap! Contact Ƈouő I0 
pőofessional to make suőe Ƈou haƀe the Wi-Fi pőotection Ƈou 
need foő Ƈouő )usiness, Ɓhetheő Ƈouő emploƇees aőe in the 
office, őemote Ɓoőkeős oő on the őoad!

A Field Guide 
to Secure Wi-Fi

Obserƀations from Your Laptop!

Welcome! Hi! My name is Mac – shoőt foő MacBook Pőo. MƇ
oƁneő and I aőe a)out to tőaƀel aőound the Ɓoőld on a )usiness
tőip to ƀisit clients.

Since I hold so much pőopőietaőƇ infoőmation inside of me, I’m 
alƁaƇs a little uneasƇ a)out the security concerns that come 
Ɓith traƀel…

Leaƀing Home: 
Man-in-the-

Middle Attack

Ouő fiőst encounteő Ɓith a potential Wi-Fi secuőitƇ ƀulneőa)ilitƇ 
happens Ɓhen mƇ oƁneő opens me up duőing his flight to 
London. 

He connects to in-flight Wi-Fi, Ɓhich, )Ƈ the ƁaƇ, is no diffeőent 
főom the pu)lic Wi-Fi aƀaila)le at Ƈouő local coffee shop oő 
mall… Yep, it’s a Ɓide open netƁoők.

Did Ƈou knoƁ that a Wi-Fi attack on an open netƁoők can take 
less than Ơ seconds? It’s S7PER easƇ foő hackeős to use a man-
in-the-middle ǜMitMǝ attack to eaƀesdőop on Ƈouő data as it 
tőaƀels főom point A ǜƇouő laptop foő eƆampleǝ to point B ǜa 
Ɓe)site.ǝ

If Ƈou must use a pu)lic Wi-Fi hotspot, make suőe Ƈou’őe at 
least using a VPN connection!

London, UK: 
Eƀil TƁin 

Access Point

Barcelona, 
Spain: 

Misconfigured 
Access Points

We made it to ouő fiőst stop – London! MƇ oƁneő pops into a 
coffee shop, and immediatelƇ connects me to the coffee shop’s 
Ɓiőeless netƁoők to check his email. 

7h oh, I just noticed the guƇ neƆt to us tƇping 
ƁƁƁ.)ankofameő... Online )anking on an open netƁoők? Is he 
cőazƇ!? 0heőe aőe data thieƀes eƀeőƇƁheőe. And I also just 
noticed that it’s not őeallƇ the coffee shop’s access point ǜAPǝ 
that he connected to.

When Ƈou connect to an eƀil tƁin access point that 
impeősonates the őeal AP’s Wi-Fi netƁoők name and uniŐue 
haődƁaőe addőess, it puts useős like him at őisk of losing pőiƀate 
documents that contain highlƇ sensitiƀe infoőmation to cƇ)eő 
thieƀes Ɓho inteőcept data )eing sent thőough the netƁoők. 

We’ƀe made it to Baőcelona, Spain. MƇ oƁneő is meeting Ɓith a 
client to talk a)out Wi-Fi secuőitƇ, ensuőe theƇ haƀe no 
misconfigured access points, and that a Ɓiőeless intőusion 
pőeƀention sƇstem ǜWIPSǝ has )een ena)led.

0he most common misconfiguőation is leaƀing access point 
configuőations set to factoőƇ defaults, like useőnames, 
passƁoőds, and eƀen SSID ǜseőƀice set identifieőǝ. Accoőding to 
Gaőtneő, the majoőitƇ of Ɓiőeless LAN secuőitƇ )őeaches aőe 
caused )Ƈ pooőlƇ configuőed APs.

Oƀeőall, theiő Ɓiőeless setup looks good, )ut theƇ aőe missing 
one cőitical aspect – theiő WIPS is not Ƈet configuőed. WIPS is 
impoőtant to the pőeƀention of Ɓiőeless thőeats and Ɓill detect 
anƇ misconfiguőed APs!
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Interested in learning more about IT security? 
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